FortiAnalyzer Configuration Lab:
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» BR-PC1 » BR-PC2
Internal Port Port2
Management Port Portl
Management IP Address 192.168.100.215
Internal IP Address 10.0.1.252
Gateway 10.0.1.254
FortiAnalyzer Hostname FAZ
FortiAnalyzer Version FAZ VM64_KVM-v7.2.1-build1215
MGMT-PC Management Cloud0

Change Hostname

FAZVM64-KVM # config system global
(global)# set hostname FAZ
(global)# end

Configure Interfaces

FAZ # config system interface

(interface)# edit portl

(portl)# setip 192.168.114.215/24
(port2)# set allowaccess https ssh ping fgfm
(portl)# next

(interface)# edit port2

(port2)# set allowaccess ping

(port2)# set ip 10.0.1.252/24

(port2)# end
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Configure Route

FAZ # config system route
(route)# edit 1

(1)# set device port2

(1)# set gateway 10.0.1.254
(1)# end

Testing

FAZ # execute ping 10.0.1.254

First Time Login:

Once you have configured a port's IP address and network mask, launch a web browser and
enter the IP address you configured for the port management interface. The GUI will open with
an Evaluation License dialog box. Let’s activate a trial license for the VM. Select Free Trial, and
click Login with FortiCloud. Use your FortiCloud account credentials to log in, or create a new
account. FortiAnalyzer connects to FortiCloud to get the trial license. The system will restart to
apply the trial license.

FortiAnalyzer-VMé4-KVM

This product requires a valid license. You could log in to
FortiCloud to activate your purchased license, or use a free trial
license.
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® Free Trial

O Activate License

Login with FortiCloud

Register with FortiCloud

Upload license
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Read and accept the license agreement.

Free Trial License Agreement

SEERTINET -

FortiAnalyzer-VM/FortiManager-VM Free Limited License Agreement

TERMS AND CONDITIONS

THESE TERMS AND CONDITIONS APPLY BETWEEN THE ENTITY SET FORTH BELOW (THE “CUSTOMER”) AND
FORTINET, WHERE BOTH PARTIES CONSENTTO BE BOUND BY THESE TERMS AND CONDITIONS UNDER THIS FREE
LIMITED LICENSE AGREEMENT (THE "AGREEMENT"). IF YOU DO NOT AGREE TO THE TERMS, YOU SHOULD NOT
ACCEPT THE AGREEMENT AND SHOULD CONTACT LEGAL@FORTINET.COM TO REQUEST CHANGES TO THE
AGREEMENT

1) FREE LIMITED LICENSE AGREEMENT.

This Agreement is made for the purpose of testing and evaluating Fortinet’s FortiAnalyzer and FortiManager Virtual
Machine which have limited features as compared to the full version (hereinafter the "Products”) for their potential
purchase. Although the Products will have limited features (as detailed below), they will allow Customer to determine if
they perform to specifications and expectations.

2) PERMITTED USES AND RESTRICTIONS FOR THE LICENSE.

Fortinet grants Customer a nonexclusive, and nontransferable, limited license to use the Products for testing and

evaluation (either by Customer or a third party evaluator). Customers will be provided with 1 limited free trial of the

Products with their FortiCare account. The Products will include a maximum of 1 GB/day logs, 3 devices, 2 ADOMs, and do
not include services or support, such as FortiCare (support and maintenance) or FortiGuard (subscription services).

Customer may use the Products for management and analytics of data generated by other Fortinet products. The trial &

If the username and password is correct and reachability to internet, it will connect to
FortiCloud will apply the trail license and restart.

| have read and accept the terms in the License Agreement

Apply License

- You have logged in successfully to FortiCloud. The system is restarting to
apply the trial license. Please wait for a few moments.

3| Page Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717



mailto:ahmadalimsc@gmail.com

After restart login with your default username admin and the password set first time.

FortiAnalyzer-VMé64-KVM

When actions are complete, a green checkmark displays beside them in the wizard, and the
wizard no longer displays after you log in to FortiAnalyzer. Click Begin to start the setup process
now. Alternately, click Later to postpone the setup tasks.

FortiAnalyzer Setup
Welcome

Perform the following steps to complete the setup of this FortiAnalyzer.

1. Register and SSO with FortiCare

2. Specify Hostname

3. Change Your Password

4. Upgrade Firmware
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When prompted, specify the hostname. In the Hostname box, type a hostname. Click Next.

FortiAnalyzer Setup

Specify Hostname

By default, this FortiManager will use the serial number/model as its hostname. It is
strongly recommended to set a descriptive hostname to make this device more identifiable.

Hostname EAZ

Fl

When prompted, change your password. In the New Password box, type the new password. In
the Confirm Password box, type the new password again. Click Next.

When prompted, complete the setup by clicking Finish.

FortiAnalyzer Setup

Setup Complete

The setup of this FortiAnalyzer is now complete. Click "Finish" to exit
this dialog.

You are logged in to FortiAnalyzer. When you log into the FortiAnalyzer GUI, the following

home page of tiles is displayed.

Device Manager FortiView Log View Fabric View

. . Management
FortiSoC Reports System Settings .
Extensions
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